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TechByte: Macro Virus Removal

If your computer gets infected by a virus, it’s very likely a result of having received an email attachment or a
document created in a Microsoft Office application. Those most frequently passed around BSSD include strains
of a macro virus W97M, and while it doesn’t do anything harmful to your Apple computer, it can be annoying.

You may also do some damage to others who are using Windows computers, because your Mac serves as a sort
of “carrier” for the virus, and you can pass it along to others

Thankfully, it’s a relatively easy virus to remove.

First, run a utility such as ClamX or Norton Antivirus to find the infected files on your computer.

http://www.clamxav.com/

Run ClamXAV and select “Choose what to scan.”

Click Start Scan.

NN ClamXav

|__Choose what to scan... | "/Volumes/Backup/Desktop"

| Start Scan | |_Update virus definitions | | Open scan log | | Open update log | | Preferences |

Currently Checking: Scan/Update cancelled by user
Report:

Started scanning
Please note, large files will take a long time to scan.

The above file looks like it may be part of an email mailbox, please think carefully about what to do
with this file. If it has been quarantined, you may end up losing some email. | suggest you leave this
file where itis (or move it back if it's been quarantined) and delete suspicious messages from within
your email client.

One or more infected files were found, but were left where they are. You can either deal with them
yourself, or scan again with the preferences set to move them into a different folder.

ClamXav v1.0.8 - ClamAV 0.91.2/4015/Mon Aug 20 13:42:06 2007 - ClamXav %

NN ClamXav

m"wsers/gaw/Desk!op/BSSD Site Maps and Admin"

| Start Scan | | JUpdate virus definitions | | Open scan log | | Open update log | | Preferences | |

Currently Checking:
Report:

Itis strongly advised to back up important data before using this software.
NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR
THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE
OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES
OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.
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Note the location of any infected files.

If it’s possible, destroy the infected file(s). That will help con-

tain the number of other documents that get damaged.

Scanning with ClamX or repairing the file in Norton AntiVirus
will not remove the virus from your computer, and other files

may already be infected.

If deleting the file is not possible, you may be able to repair it

manually.
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In the Applications folder on

your computer’s hard drive, lo-
cate the Microsoft Office X folder.

In the Templates folder, find the file called
Normal and delete it by dragging it into the

trash.
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& Mail Oct 17, 2007, 4:27 PM A
. Microsoft Office X Oct 6, 2006, 9:58 AM
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| Pictures

:l Documents

7= Getting Started Book.pdf
Installer Log File
’ Microsoft Entourage
* Microsoft Excel
! Microsoft PowerPoint
Microsoft Word
© Office
= Office X 10.1.6 Update Log
[ PDFMakerLib
| Read Me
Shared Applications
Templates
« AutoContent Wizard
|~ Backup (Normal) Template
© Business Forms
Home Essentials
Labels
|~ Letters-Envelopes
© Menus & Catalogs
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Oct 18, 2001, 11:00 PM
Apr 21, 2006, 2:58 PM
May 23, 2006, 12:00 PM
Jun 20, 2006, 12:00 AM
May 23, 2006, 12:00 PM
Jun 20, 2006, 12:00 AM
Oct 6, 2006, 9:58 AM
Apr 21, 2006, 3:51 PM
May 19, 2004, 6:00 AM
Oct 6, 2006, 9:58 AM
Oct 6, 2006, 9:58 AM
Oct 6, 2006, 9:58 AM
May 23, 2006, 12:00 PM
Apr 25, 2006, 10:49 AM
Oct 17, 2007, 9:11 AM
Apr 21, 2006, 2:58 PM
Oct 6, 2006, 9:58 AM
Oct 6, 2006, 9:58 AM

Oct 6, 2006, 9:58 AM
[ My Templates Apr 21, 2006, 3:03 PM
Newsletters Oct 6, 2006, 9:58 AM
| Normal Apr 21, 2006, 3:04 PM
~ Planners Apr 21, 2006, 2:58 PM
|~ Presentations Apr 21, 2006, 2:58 PM
[ web Pages Apr 21, 2006, 2:57 PM
[C7 writing Toolbox Apr 21, 2006, 2:58 PM
| © Updater Logs Oct 6, 2006, 9:58 AM
®. Welcome Oct 18, 2001, 11:00 PM
& NeoOffice Oct 3, 2006, 5:34 PM
! Norton Solutions Sep 22, 2006, 4:12 PM
Notebook Software Nov 12, 2007, 3:10 PM v
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Backup -
Q
- A|_Date Modified Opening the original file generates a new
_ jeoncilus_bcards 2 Nov 13, 2005, 9:55 AM A
71 Jessica.final Ivl chng.xls May 20, 2007, 10:02 AM Normal template, free of the virus.
=) K_BL_Status.txt Jul 11, 2007, 10:49 AM
8 Kkerry_nakarak.doc Feb 8, 2007, 7:21 AM
T Koyuk Dart Changes-1.xls Sep 27, 2006, 3:18 PM
r Koyuk Dart Changes.xls Sep 27, 2006, 2:45 PM
[ KTSserveradmin.doc Jan:19, 2007, 7:21 AM It's important to remember that if one Word
Leona's WR Baseline Data 9_05 IE Oct 5, 2006, 10:49 AM . .
D) LEP drop_transfer.xls Oct 10, 2007, 1:01 PM document in your computer has been infected
E-| ess0image = S LEP drop traafer.a 0CL10, 2007, 12:10 PN with W97M (or some variant), it is very likely
" LEP_LIST_07_08.xIs Nov 2, 2007, 8:28 PM
ClamXav = ~| LEP_Sp_07_exit.xls Oct 10, 2007, 11:41 AM that others have been, too.
| Level Changes 4-12-07.xls Apr 12,2007, 2:04 PM
A ™| lockwood_robert_standards.xIs Aug 17, 2006, 3:24 PM . . .
g1 92 " logos.zip Mar 22, 2007, 10:44 AM If deleting them all is not an option, then
8 Lvl Chngs #2 May21.doc May 21, 2007, 11:53 AM you'll have to trash the Normal template be-
8 Lvl Chngs #3 May21.doc May 21, 2007, 12:54 PM ) . .
8 Lvl Chngs Afternoon May 18.doc May 22, 2007, 4:48 PM fore opening each of the infected documents
B : and them save them again.
% Movies 8 Lvl Chngs May 10.doc May 10, 2007, 8:19 AM
S VIChngs May 15.00¢ May 22, 2007, 449
& Music 8 Lvl Chngs May 17.doc May 17, 2007, 10:35 AM
e 8 Lvl Chngs May 18.doc May 22, 2007, 4:49 PM
| Ppictures 8 Lvl Chngs May19.doc May 22, 2007, 4:48 PM
8 Lvl Chngs May20.doc May 21, 2007, 11:56 AM
8 Lvl Chngs May21.doc May 21, 2007, 11:34 AM
8 Lvl Chngs#2 May20.doc May 21, 2007, 11:56 AM
~1 MA_allstnds_0708-1.xls Aug 3, 2007, 10:06 AM v
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Virus Prevention Strategies

Turn off Macro Virus Protection in Word

Select Word>Preferences>General
Uncheck the Macro Virus Protection

View
General

Edit

Print

Save

Spelling and Grammar
Track Changes

User Information
Compatibility

File Locations ©

so00000000

Background repagination
Repaginates documents automatically as you work. In page layout view, background repagination is always on

Preferences

General Internet = Schedule = Folder Sentry

lLogging_ —
_ Log the scan results to file __ Log the update results to file
_____Openscanlog ___ Openupdatelog

Dealing With Infected Files

== Set preferences in an antivirus application to catch and quarantine infected files when
V' Quarantine infected files to: Set quarantine folder... they arrive at your Computer.
*/Volumes/Backup/Desktop/Mail Dump/* Oben qdammine’f{)ld’er’

Miscellaneous Options

_ Monitor scan with progress bar _\f Alert on virus detection
_ Scan e-mail files Archive max-ratio
__ Do NOT scan if file name contains: _ Only scan if filename contains:

C line arg;

Preferences take effect the next time a scan or update is performed

Cancel OK

()

Use NeoOffice or Pages to word process documents




